Introduction: Electronic Health Records (EHRs) and Health Information Exchanges (HIEs) are changing surveillance and analytic operations within local health departments (LHDs) across the United States. The objective of this study was to analyze the status, benefits, barriers, and ways of overcoming challenges in the implementation of EHRs and HIEs in LHDs.
Introduction
Local health departments (LHDs) are experiencing changes in provision and sustainability of several essential public health services with the implementation of Electronic Health Records (EHRs) and Health Information Exchanges (HIEs). 1 The health informatics agenda is being propelled in health care and expanding to public health agencies through the enactment of legislation and support of regulations. 2 EHRs and HIEs are beneficial in improving population health surveillance and outcomes, 3, 4, 5 but the barriers to implementation of these systems are abundant and challenging to overcome. 6, 7, 8 Legislation Health care legislation has served as a catalyst for the evolution of health informatics, including for EHRs and HIEs. The Health Information Technology for Economic and Clinical Health (HITECH) Act of the American Recovery and Reinvestment Act of 2009 was created to drive the adoption and use of health information technology in the United States. HITECH's provisions and grants have potential to impact the way LHDs receive and use information. 9 Under HITECH, a Meaningful Use (MU) incentive program provided monetary incentives to eligible health care providers and hospitals. 10 Such legislation established health informatics as a priority for clinical, patient-centered care and have significant implications for governmental public health although public health was not a substantial consideration of these laws. 11 
Electronic Health Records
EHRs contain longitudinal patient health information in electronic form resulting from one or more visits in a health care setting. 12 EHRs are potentially instrumental in a variety of situations, including support during disasters 13 and emergencies, 14 in correctional facilities to monitor human rights concerns and safety violations, 15 and for surveillance and management of STDs 16 and chronic diseases. 17 In health care, EHR systems have improved management of clinical practices, expanded collection of condition-specific information, reduced medical errors, and created linkages to improve population health outcomes. 18, 19 Benefits for public health agencies are less well characterized. However, existing literature suggests benefits might include: accommodation of large amounts of data, ease of data extraction for analysis, provision of real time information for policy decisions, 18 and accurate communication between clinical and research components of health.
14 Recently emerged qualities include interoperability, portability, and support for mobile work. 20 Also, the adoption of EHR systems among interdisciplinary care teams has increased the need to share quality information, coordinate care, and communicate. 20 Barriers to implementation of EHRs in the health care realm have been explored at some length. These include privacy and security concerns 2, 21 and leadership inadequately addressing resistance to health informatics. 21, 22, 23 While this has been widely studied in the health care and hospital system space, little is known about EHR uptake (or lack thereof) in the public health space. 24 Early studies into EHRs uptake in public health agencies do not believe the benefits outweigh the deterrents of implementation and the EHRs themselves. These perceived deterrents of EHRs are costs of equipment and future maintenance, 25 lack of interoperability,
Health Information Exchange
HIEs are the paths through which patient-level information is shared electronically across different organizations, increasing the coordination of care with potential to improve public health, health status, health care safety, and quality of health care. 18, 27 The implementation and use of EHRs increases the utility of HIEs. Since EHRs contain patient information over time from multiple locations, successful implementation of a robust HIE is associated with an increased likelihood of continuity of care and improved delivery of service using EHRs. 16 Without HIEs, patient information and other data are siloed at the respective locations. Interoperability of HIEs has focused on benefits of billing efficiencies in health care and access to clinical data, but is slowly proving its full capabilities to improve population health. 28 In a systematic review, Rudin et al 29 found that efficiencies in charges, hospital admissions, quality adherence to guidelines, communication, and patient satisfaction were all the positive outcomes of HIE implementation in the hospital setting.
The challenges to implement HIEs are similar to those of EHRs, such as lack of communication with information systems and inconsistent collection methods among different agencies. Shah et al 30 indicated that both modifiable aspects, such as staffing and financial barriers, and non-modifiable aspects, such as geography, were highly associated with uptake of information systems. In addition, LHD characteristics, such as, length of tenure of top executive, having an information specialist on staff, and performing more clinical services were associated with the implementation of HIEs. 30 Despite the challenges, EHRs and HIEs have the ability to improve care delivery and outcomes, and inform population health interventions and policy. 31 Although legislation has increased priority of health informatics in public health agencies, the literature suggests there are still barriers challenging the implementation of EHRs and HIEs. The literature indicated the usefulness and quality efficiencies EHRs can provide as well as, the costs, resistance, and time considerations. HIEs have proven to increase efficiencies 29 through accurate care continuity, but also experience resistance in data sharing agreements and concerns of value. 32 Despite the studies, low implementation persists. This study examines the current use of EHRsand health information exchanges in LHDs. It also seeks to understand the perceived benefits and barriers, and to draw strategies to overcome challenges from health informatics experts in LHDs who work with these systems daily.
Methods

Sample
An exploratory mixed method approach was used, employing both quantitative survey data and qualitative key-informant interview data to characterize the status of EHR and HIE implementation, as well as explore the phenomenon behind implementation in this study. 33 Although mixed methods approaches are not common in information systems research, such an approach is used in other fields to produce rich insights and facilitate development of theoretical perspectives. 34 The integration of quantitative and qualitative methods offers a deeper view of public health informatics in LHDs.
The first phase of this project used quantitative data from the 2013 National Profile of Local Health Departments 35 conducted by the National Association of County and City Health Officials. The 2013 National Profile included all the nation's 2,800 LHDs (condensed to 2,532 reporting units) in the study population, but only 625 LHDs received the portion of the survey containing questions regarding public health informatics. These 625 LHDs were selected based on stratified random sampling by size of population served by the LHD. Of those 625 LHDs, 490 responded for an 82 percent response rate. From these respondents, selfreported data indicated the status of EHRs and HIEs implementation among LHDs.
The qualitative data were collected next using on purposive variation selection of key informants based on their LHDs' population size and various levels of information system implementation from the aforementioned 490 respondents of the 2013 National Profile. Forty-nine in-depth, key informant interviews of LHD staff, leaders and health information specialists were collected regarding the perceived philosophical, legal, cultural, and infrastructural benefits and barriers to growing uptake of information systems. Interview were approximately 60 minutes on average by telephone, and digitally recorded by the principal investigators following the participant's consent. The Georgia Southern IRB approved this study (H14374).
The quantitative data provided a cross-sectional view of EHR and HIE implementation among LHDs in the United States through a question regarding LHD's level of activity for information technology areas. The qualitative data provided more thorough explanations and interpretations to further characterize the findings of the quantitative data. Use of the exploratory mixed methods approach also improves the validity of the study by one set of data, corroborating the other. 33, 34 Quantitative Analysis
The quantitative data were analyzed using descriptive and associative inferential analyses to compute percentages of the varying levels of EHR and HIE implementation in LHDs. This analysis was based on estimation weights provided by the 2013 National Profile study. Larger LHDs were oversampled and appropriate statistical weights were applied to account for the sampling design. Further details about the National Profile study are available elsewhere. 35 
Qualitative Instrument and Analysis
The instrument for the qualitative interviews was designed to delve into the dynamic nature of health informatics in LHDs. It was a semistructured interview guide, developed through review of literature [36] [37] [38] [39] [40] [41] and findings of two focus groups conducted with health informatics professionals. Additionally, the instrument was pre-tested independently with seven LHD staff prior to the interviews. Major domains of the instrument examined the systems and uses of health informatics, integration and exchange of data and systems, EHRs, MU, HIEs, ACA, leadership and future of health informatics within a LHD context. Questions regarding EHRs, MU, and HIEs were covered in the informatics capacity and set-up section.
The qualitative interviews were transcribed, verified, and coded independently and thematically by two researchers. The recordings were stored in password-protected files and identifying information was removed during the transcription process. Iterative coding and recoding was conducted to maximize intercoder reliability. Data were managed and analyzed using NVivo 10.
Results
The overall project included multiple areas of health informatics from 49 key informant interviews from staff within LHDs. based on the National Profile study (33) . Qualitative findings are drawn from 12 respondents were from LHDs that had implemented some form of both EHRs and HIEs, 20 were from LHDs that had not implemented either, and 17 were from LHDs that had implemented one or the other. The majority were from locally-governed LHDs, followed by stategoverned LHDs and LHDs with shared governance.
Status
The 2013 National Profile of LHDs identified 23 percent of LHDs reporting that they had implemented EHRs and 14 percent working with HIEs. However, 31 percent had no activity related to implementation of EHRs and 41 percent related to HIE implementation as shown in Figure 1 . The findings for the qualitative portion of the study are consistent with the national results in that most of LHDs had no activity related to the implementation of EHRs and HIEs. For EHRs, most of the LHDs had no activity, followed by full implementation and investigated or planned to be implemented. Also, most of the LHDs had no access to HIEs, while a few had limited access and even less had full access. The state health agency was mentioned both as a facilitator and limitation to achieving MU compliance, as some LHDs were given the authority to create their own electronic information systems, while other Although many reported having experienced the advantages of achieving MU, the obstacles were substantial, mostly relating to staff capacity and technological issues with information systems. Staffrelated challenges included resistance to change, an ignorance of the systems, and an increase in work due to change in prioritization and retention of records. In addition, upgrades were not available for all information systems. Staff from 2 LHDs that had worked toward MU indicated there were no downsides to achieving MU and were enjoying the benefits. Among respondents who had not met any stage and had no action towards meeting MU, the barriers were based on 12 responses and illustrated in Table 2 . Issues surrounding technology [6] and financial factors [5] were top mentioned concerns.
Benefits of EHRs and HIEs
Although only 16 of the 49 LHDs had implemented EHRs, all respondents provided information on perceived or actual benefits. The most frequently mentioned perceived benefits were care coordination [17] , retrieval or management of information [16] , and tracking outcomes of care [9] . A majority of the respondents which mentioned care coordination as a benefit were from LHDs with shared governance, followed by state governed LHDs, and local-governed LHDs. Benefits were closely related to data accuracy, security, interoperability, and outcomes. A few were related to resources, decision-making and planning, and other operational factors. Expected benefits from staff at LHDs that had not yet implemented EHRs aligned closely with benefits reported by those staff at LHDs that had implemented EHRs.
Four of the respondents indicated having full access to HIEs, 20 had limited access, and 21 had no HIE access. The LHDs with full access to HIEs were all locally-governed. Two of the LHDs with full access were serving populations of 25,000 to 49,999, while the others were from populations of 500,000 or more and 25,000 or less. Responses to questions regarding HIE contribution, impact, and surveillance are also included in Table 3 . LHDs indicated EHRs contribute to HIEs by providing a better continuity of care for patient [3] and a full picture of patient care [3] . Three LHDs mentioned EHRs having no contribution, but were hopeful for future inclusion. HIEs were most frequently impacting LHD activities through disease surveillance [11] and coordination of care [9] . Surveillance using HIEs was a popular topic and provided by most LHD respondents [36/49] . Non-mandatory reporting of communicable diseases [14] and chronic conditions [12] were the most frequently mentioned data pulled or planned to be pulled from EHRs. Noteworthy responses for benefits of HIE access were zip code level, demographic data, and all types of community health data for support to receive grants and continuation of local programs. Disease surveillance data of communities which LHDs serve was a common theme to sustain programming and improve population health outcomes. Eight of the respondents mentioned not planning on pulling any data in the foreseeable future, some due to the lack of capacity. Illustrative quotes of the most frequently mentioned responses are indicated in Table 3 . And just tracking in general, like I've told you before with Access that we use our tracking as hit or miss, there may be doubles. In this reporting system, there might be built into it some sort of system where you can pull numbers, because public health is about numbers.
Barriers to implementation of EHRs and HIEs
Increased efficiencies 8
Obviously, there is an advantage to increase the efficiency as far as having the electronic medical record system, all the way down to just all the manual processes that we have to do with medical records via filing lab slips and actually putting the record piece together, and having to send them to storage. That is extremely considered thoughtful, because when you have those other factors such as time span looking for lost records or not having a record when patient shows up here because it did not come from another site.
Accurate records 8 When you wrote it, you could just write badly and decide what you were trying to say. This has made a big difference to our link. The person who is able to use that paper has to pull the patient chart; everything got put on there and add what was missing or check with the provider. Usually they check with the provider. It took more time to gather information. There are lots of benefits I see as far as having accurate records that are easy to search and better documentation if it's electronic and not on paper, easier to read and search. All that kind of data is definitely improved with electronic records.
Share Information 7
Easier to share data with partners in the community, collaborators. If you take out identifiers and anything that would be confidential which you should be able to do with electronic health records.
Secure or protect again loss 6 It's costly, but the data is secure, we have contract, the data is completely compliant with HIPAA requirement, it's convenient, and don't need to carry a hard copy. They can access at patient's home when they do home visits and also if any emergency situation happens the system can come back within a couple of hours. We have a fairly new immunization information system and there are three ways that it gets updated through our public health clinic. We also have our information updating our registry electronically through our state health information exchange, so we are getting the stuff from the pharmacy and from any providers and hospital providers that are connected to their health information exchange and we still for those providers that are connected to their health information exchange, they can log into a portal and enter information through their EMRs or we will get the paper work and do data entry.
HIE CONTRIBUTION
Better continuity of care for patient 3 The health information exchange improves the continuity for patients., Let's say the patient stays in the hospital and discharged, then come to the clinic for follow-up, we have no way sort of calling over to the hospital and asking them to send it. We don't have any way to get that information, so they often come to the clinic and we are not prepared to see them.
Full picture of patient care 3 We are finding that for our clients and if they wind up going to the hospital or with any of the major providers, persons who are seen by multiple entities now with the exchange a particular, whoever it is that they go to next has a more of a complete picture of what has been done, what any kind of diagnosis or health experience the person might have or whether they were in the emergency room. And that's the information now that we have that we can use that we didn't necessarily have timely access to before. Table 4 . Communicable disease, it's not something we can get into an electronic health record of a patient at the hospital. We cannot do that but if somebody comes into the hospital with tuberculosis and diagnosed and we can get into the system and see where the lab data is and all that kind of stuff.
HIE IMPACT
All types of community health data 6 With local data, we can look at obesity level, diabetes levels, all those kinds of chronic disease stuff, communal obviously, disease related information, all that kind of stuff. It would be really nice to be able to see, I mean even in terms of food deserts. One of our rural communities is trying to get a grocery store and we were able to pull up data that showed that the areas of food consider the food deserts so that contributes to health make a need of plausible reason for a need to have a grocery store located there for them. So, all that kinds of stuff will be great to have. We have never been able to do that before and pull it up by zip code. Some of our zip codes and communities are too small that the state probably won't allow some of the data to be pulled up because it might be identifiable information I guess that's what they call it but it would be nice to show if there are communities that are so higher in certain things. One of the biggest barriers to doing this is funds and resources primarily for changing and for actually getting the system and we did get some money from the state and federal government in order to get to purchase and implement a particular system.
Resistance to change 9
One unintentional consequence that we experienced sort of going through the EHR process is that not all of our providers were amiable or even sometimes has the expertise to utilize to its fullest extent the EHR. I know that we had a couple of providers who were sort of opposed to learning and I think we even had some early retirements. Internally our barriers have been we had a staff of public health nurses who have been here for 20 years, so that has been a challenge for them to use electronic health records. Other than that I think it's really worked well for us internally but in terms of exchanging information externally, that's not possible.
Interoperability 7 I think one of the challenges for us is we work in a community that has two very large health care systems, and our patients for us, from our clinic is one of the major health care systems and the electronic medical records do not communicate at all, and so that is then a major barrier as far as continuity of care for that patient, it would be helpful if there was cross-wiring that could occur or if we just had access to the other hospital system's record, but we don't. So, that's a major barrier. I do think that our system is slow and so providers will say that it's a barrier to productivity, it's not the most fluid system I've ever worked in, so it does take a lot of time to document and sign off on labs and things like that.
IT related issues during implementation 5
Just internally we did have a little bit of technical assistance but staff had to spend, and especially those division managers, did spend a lot of time getting up to speed on what it was and then just working through the some of the technical glitches internally just to make sure that our IT system and infrastructure was deported and right now we have gotten down to the identification of down to the simple fact right now is we are going to upgrade our wireless process throughout the building so we have a more consistent and trustworthy networking system.
Lack of training for usefulness and uses for EHRs 5
The biggest barrier is trying to deal with that learning to use the system that are rather complex. The one that is chosen is fairly useful but required a significant amount of planning prior to the implementation, and constant maintenance of tables for inventory management, pricing and those kind of things, it requires constant maintenance, and essentially I had to devote one person that solely deals with the maintenance and upkeep of the EMR tables and information system background for the clinicians.
Overcoming challenges to implementation of EHRs
Sixteen responses from smaller (25,000 -49,999 population size) and medium (50,000 -499,999 population size) LHDs provided strategies to overcome challenges during the implementation of EHRs. These strategies indicate the emphasis on people inside and outside the LHD. Involvement of internal and external stakeholders and the reduction of barriers for resistance to implementation are common themes. Teamwork [3] Training, lack of 4 A second one would be the knowledge and the staff to implement that. Again, you will be relying on our whole city's IS department which very few people for them to get involved and that would probably require them to hire someone for us. And I don't see that happening. Additional strategies are included in Table 5 . These indicate external assistance and buy-in to improve the implementation process. Grant funding can decrease the financial barriers and consultant help and quality improvement can improve efficiency and productivity during the process.
Discussion
Implementation of new technology is inevitably coupled with challenges. The same is true of EHR and HIE implementation in LHDs. The key informant interviewees' LHDs had implemented various information systems slightly above the national averages for EHRs and below for HIEs (23 of 49 for EHRs and 4 of 49 for HIEs, compared to 23 percent and 14 percent nationally). Previous studies confirm the many benefits and barriers of EHRs and HIEs, but few studies focus on deeper reasons behind the continued blockades to experiencing the advantages. The rationales were a main point of inquiry in this project. Money or the lack thereof is a persistent issue for LHDs, especially among medium and smaller LHDs. However, staff involvement and training can reduce internal barriers in order to experience benefits, such as care coordination and management of data information for population health.
The findings of this study align with the Organizational Innovation framework in describing the influences of individuals, organizations, and environment have on the implementation of EHRs and HIEs. 42 Individual influences on the implementation were described through the lack of trained staff and resistance of staff to learn new systems and new workflow processes. Organizational influences were observed through LHD differences in governance type and the control of informatics and operational decisions. Interoperability of surrounding organizations, such as hospitals, medical laboratories and state health departments, and the size of the population of LHDs were influences of the environment. Organizational innovation framework served as a guide to characterize the various responses of the LHD staff.
One of the most important benefits among LHDs for the use of EHRs and HIEs, regardless of implementation status, was care coordination. This was for both clinical care practices as well as greater effectiveness in programs and interventions, appropriate treatment at various locations, and follow-up and continued care of discharged patients. Care coordination is a high priority amongst LHD respondents and as a contributor to HIEs. Siloed data are inefficient for patient care and population health, which is supported by the results of this study. Additional benefits of EHRs and HIEs mentioned were monetary incentives, insertion into performance evaluations, and increase of storage space due to a reduction in paper records.
The lack of financial resources is a difficult challenge to overcome. Prioritization and allocation of funds from state and federal leadership now could lead to better workflow processes and cost efficiencies in the future. Acquiring and sustaining buy-in from these leaders stresses how EHRs and HIEs would benefit the population in which they serve. Grant funding could alleviate some of the financial pressure of LHDs, such as an ARRA grant which assists with systems and technology functions. This study includes limitations of self-reported data, which were not independently verified. This study is based on the most recent available data. Although, Table 5 . Strategies Used to Overcome Challenges of Implementation of EHRs THEME n SELECTED QUOTES
Getting buy-in from stakeholders 2 A lot of it is the process, getting the right people to buy into the system, and buy into the ultimate goals of better care, coordinated care, and providing people the opportunity to ensure treatment. Once you can sell them on ultimate goals of the project, and the reasoning behind it, the right people to buy in, really helps to reduce some of those barriers. Being sensitive to them as well, see legitimate concerns.
Grant Monies 2
We got one of the ARRA grants and we had to put in a new system and we got it in a system, worked with all the technology functions that we needed, like web services and also accepted things through various HL7 messages through SFTP and we were ready to share data. The barrier was that health information exchange wasn't ready but the state was mandating that we use the health information exchange for all reporting. So, any provider that wanted to get Meaningful Use dollars had to go through the health information exchange, so we didn't have any problems for people wanting to connect and we can accept the data, it's pretty easy, so the barrier was really just getting the health information exchange to be ready. So, until they were ready we finally just accepted the data directly from the providers, their EMR to our immunization information system, it was a direct connection and now that health information exchange is ready we are moving things back to have the providers' EMR talk to the health information exchange and the health information exchange sends up the immunization record. And there was a grant that the immunization group got that helped pay for the providers' EHR vendor to get them to connect for bidirectional queries, so it will be date and query and the history and we provided that to some of our providers.
Consultant's help/ obtain external help 1 On the movement thing and the process, we made the changes, I had an outside person come do some process improvement things with us, so that it wasn't just all coming from me and when that person said, well this doesn't make any sense because right now at the very beginning, our provider was walking over 100 steps just to get the clinic area. And we had what we call the screening room. So, that if there were 20 patients in the lobby, they took one person at a time to the screening room so that created backups for that. So, we made a whole bunch of slow changes to increase our efficiency and productivity and there was always happiness after that, but the change it had to be done.
Planning or steering committee 1 I tried to give people who were upset about those things more decision making within other things that we could be more flexible on, does it make sense.
Provision of computers and
Wi-Fi to staff 1 We worked very hard on the IT issues, but needed to have expanded bandwidth. We were very flexible in trying to work with the provider and what worked best for them as far as do they want to use Wi-Fi with a small laptop or if they wanted a desktop. So, we tried very hard to accommodate the providers as to what would work best for them, not to change their process but to work with them to make it easier, it took a long time for the IT issues to iron out and I think having an expanded bandwidth and working very closely with our IT people in our state office to lot of bugs worked out, so I would say that's whatthose were the things that we did. Recent policy changes have helped increase priority of health informatics in the public health sector with implications on improving the processes to affect the health of the populations served. With EHRs and HIEs in place, public health agendas can include clinical care data and more widely address population level concerns. 43 Interoperability of systems can assist in timely and efficient alerts, emergency response, population research, detailed analysis, refined interventions, future preparations for health, and overall coordination of care for patients. 13, 33 HIEs are important community partners; our study results regarding low HIE connectivity may have implications for PHAB standards requiring health departments to collaborate in assessing and assuring provision of essential public health services. 44 Public Health Accreditation Board (PHAB) urges local health departments to achieve accreditation through regular community health assessments, community health improvement planning, communication and data exchange, and evidence based decision making. 45 Informatics capacities and connectivity to EHRs and HIEs can assist LHDs in utilization of big data to improve assessment and surveillance, and superior connectivity with data on social determinants of health..
Recommendations for the future of health informatics in public health are to continually work toward the integration of health care and public health through EHR and HIE implementation. 31 In addition, leadership should include staff in the decisions to implement health informatics through positive yet clear communication and continually training to stay current. Although legislation can motivate change, accompanying funding to increase the ability of LHDs to implement services which can change population health now and in the future. EHRs and HIEs can provide continuity of care for patients, improve health outcomes, and inform population health interventions and policy.
Conclusion
Changes in the provision and sustainability of essential public health services with the implementation of EHRs and HIEs are being experienced in LHDs nationwide. This study characterized the current use of EHRs and HIEs in LHDs and illuminated the perceived benefits, barriers, and strategies to overcoming challenges from LHDs who use health informatics. Despite financial, technical capacity, and operational constraints in the implementation of electronic health records and health information exchanges, leaders were optimistic about the future of EHRs in local health departments. Strategies, such as teamwork, training, and securing support and buy-in from stakeholders, are relatively simple approaches to improving implementation of new technologies in LHDs. The opportunity for EHRs to improve surveillance and prevention of chronic disease, reduce disparities, and target interventions is a worthy effort. 17, 46 Leadership is an essential component in the success of EHR and HIE implementation, and should seek to improve the status in LHDs for future efficiencies, continuity of patient care, and overall outcomes in populations served by LHDs. 
